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Within the angle of overseeing electronic wellbeing information data
security, it could be a combination of mechanical and organizational
viewpoints. The strategy chosen for this will moreover have an affect

DOl on the taken a toll, complexity and level of security delivered. The
innovative perspective can be utilized to control confirmation,
KEYWORDS authorization, keenness, review trails, post-disaster recuperation,

secure information capacity and transmission.. This research aims
to find out how to evaluate the security of electronic medical record
data in dealing with cybersecurity threats at BLUD RSUD Baubau
City in 2024. This research was conducted at BLUD RSUD Baubau
City Year 2024. The method used is using a descriptive type of
approach with a qualitative approach and the method of data
collection techniques using interview methods, and observation.
Data collection tools using interview guidelines, observation sheets.
In the aspect of Authentification, each health worker account in using
the SIMRS application has a different user and password. In the
authorization aspect, each health worker can only use the menu
features in the SIMRS application according to their respective
domains, this is made so that data can be protected from
irresponsible people. In the privacy aspect, full access to the SIMRS
application can only be done by IT officers and data processing
officers, besides that the data security system owned in SIMRS is only
a standard system, this can still be done by hacking data by
irresponsible parties. The conclusion needs to be re-evaluated
regarding the security system used in SIMRS in order to keep
electronic medical record data safer from irresponsible parties.
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INTRODUCTION

A restorative record is a record that contains information on the person's understanding,
examination, treatment, strategies and other administration of that understanding. Electronic Restorative
Records are Restorative Records created utilizing an electronic planning framework for the
administration of Restorative Records (Wellbeing, 2022).

A wellbeing data framework can be an instrument for gathering, preparing, analyzing, and
sending the data required to organize and run wellbeing administrations and to investigate and prepare.
A management data framework (often known by its acronym MIS) is the application of a data
framework in an organization to support the data needed by all levels of management. In theory,
computers do not have to be used in a MIS, but in reality it is incomprehensible that a complex MIS
could operate without including a computer component. MIS is continually concerned with computer-
based data handling (Anita, 2019).

The rapid advancement of data technology in various fields has become a common wonder in
this day and age. The health sector is no exception, one of the forms of using data systems in health
services. It is no secret that the use of data systems in health services can provide various benefits that
benefit service providers, in this case treatment centers, clinics, and so on. Some examples of benefits
that can be obtained are improving the quality of benefits, reducing recovery errors, expanding research
on facility accessibility and data availability (Tiorentap and Hosizah, 2020).

In the perspective of information security supervision of electronic welfare data, it may be a
combination of innovative and organizational perspectives. The strategy chosen for this will also have
an impact on the impact, complexity and level of security. Mechanical viewpoints can be used to control
confirmation, authorization, acuity, review paths, post-disaster recovery, securing capacity and
information transmission. The organizational perspective plays a very important role in determining the
formal approach, determining the structure for creating and implementing approaches and strategies, as
well as determining methods for filtering and allowing security breaches and information security
arrangements (Nanda, Sudra and Rohmadi, 2009).
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Based on preliminary studies conducted at BLUD RSUD Baubau City, the use of Electronic
Medical Records has been running and will enter two years of use but SIMRS BLUD RSUD Baubau
City does not yet have data security features. As a result, the hospital only limits user access rights to
avoid leakage of electronic medical record data, but this has not been done optimally. Therefore, it is
necessary to conduct research on the Evaluation of Electronic Medical Record Data Security Based on
Basic Aspects of Information Security at BLUD RSUD Kota Baubau in 2024, in order to maintain
Electronic Medical Record data and avoid the threat of data leakage.

METHODOLOGY

The method in the study used a qualitative method using a descriptive approach. The
implementation of this research will start from March - June 2024. this research was conducted at BLUD
RSUD Baubau City which is located in Baadia Village, Murhum District, Baubau City, Southeast
Sulawesi Province. The subjects involved in this study were the Head of IT, Head of Medical Records,
Record Officers, Registration Officers... The object involved in planning the implementation of
electronic medical records is Electronic Medical Record Data Security (SIMRS) on the part of the
hospital to be based on basic aspects of information security. The method of data collection techniques
uses interview methods, and observation. Data collection tools using interview guidelines, observation
sheets

RESULTS & DISCUSSION
Evaluation of Medical Record Data Security of Electronic Medical Record Data Based on
Information Security Basis on the Aspect of Authentification

Account creation is made by IT officers. In addition, before the account is created, health
workers will be given a link. In creating an account for Username and Password each health worker will
be different, if the health worker forgets his username or password, he must contact the IT Staff to update
the username or password for the health worker's account.

Table 1. Observation results on the Authentification Aspect

No Objects Observed Description
1 Username dan password Accounts on health workers users and passwords are not the
same, which have differences for each health worker.
2 Steps to create a new In creating a new account, the officer must first contact the
account head of the room or the person in charge if the person in

charge agrees, then the person in charge will contact the IT
officer to create a new account for the health worker.

3 Account repair steps If there are health workers who forget their account such as
forgetting the user and password or filling in the wrong user
and password, they can contact IT to follow up on repairing
the account.

Source: Primary Data, 2024

Based on the results of the observation table above, it is known that each user and password for
health workers is different, besides that in the process of creating a new account for health workers who
have just entered the officer must first be confirmed by the person in charge, if the person in charge
agrees, the person in charge will contact the IT Staff to create a new account for the incoming registration
officer. If there are problems such as forgetting the user or password, the health worker will contact the
IT Staff to overcome these problems.

Agree with (Hanafi, 2022). Confirmation is essential to any security framework, as it is the key
to confirming the source of a message or that a person is who he claims to be. NIAG characterizes
confirmation as a security level designed to establish the legitimacy of a transmission, message, or
originator, or the implications of verifying an individual's authorization to obtain certain categories of
data. In ordinary applications, many verification models have been illustrated, such as the most common,
when we open an email we will be asked to enter a motto, when we need to make a budget exchange
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through mobile banking or a payment gateway, we need two layers, specifically a secret word and a
wand, when we enter a room. All that matters is to enter a finger print or ID card, and there are many
more illustrations in ordinary applications.

In line with previous research conducted by Waisantoro, Rohmadi, and Mulyono (2014), it
appears that the Surakarta Regional Clinic uses SIMRS with an inadequate confirmation security
system, because the security verification of SIMRS cannot recognize clients on the system. . Security
verification ostensibly exists as a pathway through which clients can enter the framework. As for
information security in SIMRS, confirmation should be a part that also plays an important role. Indeed,
although basically every officer has his or her own confidential statement, it does not guarantee that the
security framework is running properly. Therefore, confirmation is needed to identify and authorize
clients so that parties who have no interest in the security of the computer system can be identified as
early as possible. If the verification (client validation) in SIMRS is appropriate, the health center will
maintain information security legally.

Evaluation of Electronic Medical Record Data Security Electronic Medical Record Data Based on
the Basis of Information Security on the Aspect of Authorization

Based on the authorization aspect of SIMRS BLUD RSUD Baubau City, that currently
BLUD RSUD Baubau City does not have procedures governing the creation of accounts and their users.
In addition, health workers cannot create their own accounts but only IT officers have access rights for
this.

Table 2. Observation Results On The Authority Aspect

No Objects observed Description
1 SIMRS account At this time there are no procedures governing the creation of user accounts
creation SOP and restrictions on access rights, officers only make them according to reports
received for account creation.
2 Account creation The only officer entitled to create this account is the IT officer, who is
rights responsible for creating the SIMRS account.
3 Electronic Medical Protection of electronic medical records is carried out by limiting the domain
Record Protection that can only be entered according to the domain and duties of the health
employee.
4 Electronic medical Information on the protection of electronic medical records is not officially
record protection carried out, because IT officers only convey that the use of SIMRS is limited
information according to the realm of each health worker in order to protect electronic

medical records from data theft or data hacking. In addition, the understanding
of the importance of medical records has also been understood by health
workers that medical records are confidential and can only be accessed by
responsible parties.

Source: Primary Data, 2024

Based on the results of the observation table above, it is known that there is no procedure related
to making a SIMRS account, other than that making a SIMRS account will be made by IT staff. Each
access right to use SIMRS is limited according to the domain owned by each health worker, electronic
medical record protection information is carried out by means of notification that each SIMRS user is
carried out according to the domain of each health worker not given full access to maintain the security
of electronic medical record data from irresponsible parties.

In agreement with (Dhika and Hanipah, 2020), Get to Authorization is setting up security by
using a secret word or key, when connecting devices to settings. This is often done so that the director
can limit access to only selected clients who can interact with the agreement.

Usually in line with previous research conducted by (Vinta Aryanti Bintoro, Setya Wardhana
and Dwi Agustin, 2022) that the control/authorization point of view is emphasized on the organizing
officer to use various combinations of Client ID and Secret Word for each person or with other
components to get to the client to exchange data related to confirmation and protection issuesl5.
Considering article 12 paragraph (4) of the National Welfare Law of the Republic of Indonesia Number
269 of 2008, it states that in general, medical records belong to the patient. In this consideration, it
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appears that Healing Center A and Healing Center B should be stored in an electronic therapy record
system and logged in using the Client ID and Secret Word.

Evaluation of Electronic Medical Record Data Security of Electronic Medical Record Data Based
on the Basis of Information Security on the Aspect of Confidentiality

At BLUD RSUD Baubau City in the Confidentiality/privacy aspect, the features of SIMRS
cannot be fully accessed by health workers and can only be fully accessed by IT officers themselves,
because full access rights can only be entered by health workers who have jobs such as IT, such as data

processing officers.
Table 3. Observation Results On The Privacy Aspect
No Obijects observed Description

On usage access, full access is only given by IT officers and
some data processing officers in accordance with their domain.
Health workers use their own accounts, so there has been no use
2 Account usage of other officers' accounts because each account must have a
different user and password.

If there is a system error in SIMRS, there will be information by

1 Account usage access

3 System error in SIMRS the IT officer along with the estimated time for repairing the
system.
The data security system is already available but the data
4 Data security system security system is still a standard system and it can still be
penetrated.

Source: Primary Data, 2024

Based on the results of the observation table, it is known that in privacy access, namely SIMRS
owned by BLUD RSUD Baubau City, full access can only be done by IT officers and several other
officers such as data processing officers, besides that officers also do not enter other officers' accounts
because each officer has a different account according to the officer's domain, if an error occurs in
SIMRS, it will be notified that it will be in the repair period and the estimate will be determined
according to the repair period but the security system owned is a security system with a standard security
level, this can make the system hacked.

Agreeing with (Stallings and Bauer, 2012), Protection ensures that people control or influence
what data related to them can be collected and stored and by whom and to whom it can be disclosed. In
addition, Information Privacy ensures that individual or confidential data cannot be accessed or
disclosed by unauthorized persons.

In agreement with previous analysts (Vinta Aryanti Bintoro, Setya Wardhana and Dwi Agustin,
2022), the perspective of protection or confidentiality is the ownership of individual patient information
and this security framework needs to be done because it is related to patient rights. Specialist doctors,
dental practitioners, nurses and workers at Clinic A and Clinic B have Client ID and Watchword to
guarantee security and get electronic medical record information by using cryptographic innovation and
each healing center is equipped with firewalls and report documents as a guarantee to anticipate
information leakage.

CONCLUSION

In the aspect of Authentification, each health worker account in using the SIMRS application
has a different user and password. In the authorization aspect, each health worker can only use the menu
features in the SIMRS application according to their respective domains, this is made so that data can
be protected from irresponsible people. In the privacy aspect, full access to the SIMRS application can
only be done by IT officers and data processing officers, besides that the data security system owned in
SIMRS is only a standard system, this can still be hacked by irresponsible parties. We recommend that
in the authentication, a face scanner be added for security so that the user account is not used by others.
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It is better to do more official socialization about data security systems based on aspects of
Authentication, authorization and privacy.
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